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Abstract— Security of digital images in today’s cyber is a
major concern. Transmission of compressed and
uncompressed  multimedia data is  necessary for
communication between different devices. Devices of different
screen features and resolution need very efficient and fast
compression techniques in order to maintain visual features of
transmitted media. Robustness is of a key consideration and
importance in image compression techniques. Full recovery of
images after compression is a challenge for image compression
algorithms. It is practically closely impossible for most
encrypted-compressed-images or  compressed-encrypted-
images to be efficiently and fully reconstructed. In this paper
we proposed a robust, efficient and fully recoverable
encrypted-compressed image based on hybrid discrete cosine
transformation and visual cryptographic technique for
securing digital images. We first encrypted the image without
pixel loss and then compressed the image which resulted into
pixel loss during the compression phase. We decrypted the
compressed image by obtaining perfect visuals but losses in
pixel values. The analysis of the process proved to be an
efficient way of encrypting images and compressing them for
other channels with less data capacity without the worry of
visual loss as well as ensuring security of the data during
transmission. The programming and implementation was done
using MATLAB.

Keywords- visual cryptography; image compression; discrete
cosine transformation; pixel transposition

L.

Security and privacy in transmission of digital signal play
a vital role in image security. Image-data transmission from
one site to another through public network is usually
characterized in term of privacy, authenticity, and integrity
[1]. Cryptographic approaches have been the bedrock for the
transmission of data through secured and unsecured
channels. These channels are normally confronted with a lot
of issues such as capacity and speed.

The enormous amount of visual information available in
digital format and in digital space has grown exponentially
recently due to the wide range availability of digital
equipments, spread use of the Internet in all types of personal
and business activities, pay-after-trial services of digital
multimedia and developments in high speed transmission of
digital images|[2].
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Resources dedicated for transmission of data in streaming
can be very huge based on different kinds of devices used
[3]. There are significant challenges when working with
more demanding data flows where multimedia streams are
required for such devices with focus on service quality [4] as
well as dedicated to resource [5]. For most applications,
hybrid cryptographic approaches alongside with data
compression techniques can produce a high cost in the
transmission of data. That means that there have to be
provisions at the transmitter side to take care of disparate
applications or devices. This puts a lot of load on the server
side and can lead to delays in transmission and can make
real-time applications slower in transmission of live footage
to disparate applications in a distributed environment. This
can create a lot of problems such as in intelligence missions
for Unmanned Ariel Vehicles where the security strength of
footages and real-time videos are of paramount importance
because a joint force operation on a distributed battle field
will be using disparate applications of different size and
resolutions can pose a lot of challenges. For such
applications, robust and strong encryption techniques are
required as well as speed for data transmission. Hence an
efficient cryptographic scheme is needed to provide the
following:

e high level data security
high speed data transmission rates
fast and robust encryption technique/schemes
easy access to one source of data stream by
desperate devices
high visuals in decrypted data

The ability to satisfy the above conditions will provide
visual cyber physical warfare superiority and dominance to
ones drones and other UAVs in the warfare of the
engagement of machines. The above is a very critical issue
that faces the cyber warfare and cyber arms race in today’s
world.

In 2009, Iran-backed Shiite militants in Iraq were found
to have downloaded live, unencrypted video streams from
American Predator drones with inexpensive, off-the-shelf
software. This was confirmed to be possible due to the
challenge or lack of fast data transfer capability of highly
secured encrypted data via space [6].

This paper proposed a robust, efficient and fully
recoverable encrypted-compressed image technique or
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approach based on a hybrid discrete cosine transformation
and visual cryptographic technique for securing digital
images. The image was first encrypted without pixel
expansion, making it difficult for an adversary to visually
read the content. The ciphered image was then compressed
and this resulted into pixel loss during the compression
phase. The compressed but loss in pixel value ciphered
image was then decrypted successfully by obtaining perfect
visuals but losses in pixel values. The analysis of the process
proved to be an efficient the work is explained as in the
followings. The paper has the following structure: section II
Related works, section III Methodology, section IV The
explanation of the procedure used, section V results and
analysis, and section VI concluded the paper.

II.  RELATED WORKS

Majority of video coding standards adopt a hybrid
structure of macroblock-based motion compensation and
block DCT, the blocking artifacts occurs at both the block
boundary and block interior, and the degradation process due
to quantization is generated on differential images. Junghoon
et al worked on restoration of differential images for
enhancement of compressed video. In their work, a modified
regularization algorithm was used to enhance compressed
video by restoring predictive-coded pictures. And their
proposed method was more suitable for implementations in
the decoding processes for enhancing the compressed video,
such as digital VCR and digital HDTV systems [7]. Discrete
cosine transform (DCT) is one the most lossy/lossless
transform coding techniques used for image compression
widely used technique. Prabhu et al proposed a 3-D warped
discrete cosine transform for MRI image compression. In
their work, they extended this concept and develop the 3-D
warped discrete cosine transform (WDCT), a transform that
has not been previously investigated and proposed a
complete image coding scheme for volumetric data sets
based on the 3-D WDCT scheme. Their results showed that
the 3-D WDCT-based compression scheme performs better
than a similar 3-D DCT scheme for volumetric data sets at
high bit-rates [8]. The JPEG [9] compression standard is
widely adopted in still image coding. The process consists of
three stages: the block discrete cosine transform (DCT),
uniform quantization with a quantization table, and the
Huffman (used in the baseline system) or the arithmetic
(used in the extended system) entropy coding [10]. Discrete
Cosine Transform (DCT) is very important in image
compression. Classical 1-D DCT and 2-D DCT has time
complexity O(NlogN) and O(Né&sup2;logN) respectively
[11]. Nacer et al. proposed lossy image compression
technique based on an orthogonal transformation global
discrete cosine transform, GDCT, using an optimal data
truncation combined with entropy coding [12]. There have
also been some works in digital watermarking Encryption
image for safe transmission and DCT [13]. And also digital
watermarking approaches of Color Image based on Visual
Cryptography and Discrete Cosine Transform was carried
out by Yanyan Han et al [14].

A robust, efficient and fully recoverable encrypted-
compressed image based on hybrid discrete cosine

transformation and visual cryptographic technique for
securing digital images was proposed in this paper.

III. METHODOLOGY

The method of implementation consists of the image
visual  cryptographic ~image process. The visual
cryptographic approach was achieved by separating image
into its RGB channels as n shares. The channels were then
transposed; pixel values displaced, interchanged with the
other channels positions and shuffled based on the algorithm.
The Discrete Cosine Transform was then used to compress
the image. The reverse processes from bottom to the up then
yielded back the plain image but with loss pixel values. The
following section then showed the detailed of the processes
engaged.

IV. THE TECHNIQUES ENGAGED

The explanations for the approaches used consisted of the
image encryption and the process.

A) The Image Encryption Process
Step1.Start
Step2.Extraction of data from a plain image,
Let /= an image=f(R, G, B)
Were R, G, B are the channels
1 is a color image of m x n x 3 arrays

R G B
Tit g by

(D

Tt G bes

Let m= row size and n = column size
(RG, B)= mxn
Where R, G, B €1
(RoG)ij=(R)ij. (G)ij
Where »_11 = first value of R
r=[ril] (i=1, 2... m)
x€ril:[a b]={x €l as<x>b}
a=0and b=255
R=r=1(m,n 1)
Where g 12 = first value of G
g=[gi2] (i=1,2... m)
x€g:[ab]l={x €l aix>b}
a=0and b=255
G=g=1(mn 1)
b_13 = first value of B
b= [bi3] (i=1, 2... m)
x€b il:[ab]={x€l as<x>b}
a=0 and b=255
B=b=1(m, n 1)

And



Suchthat R=r=1(m, n, 1)
Step3.Extraction of the red component as ‘r’
Let size of R be m x n  [row, column] = size (R)

=R(mxn)
R
""t_j.
rij=r=1(m, n, 1) = 2
Tin
Step4.Extraction of the green component as ‘g’
Letsizeof Gbe mx n [row, column] = size (G)
G
giji=g=1(m n 1)= fiz 3)
Hns

StepS.Extraction of the blue component as ‘b’
Let size of Bbe mx n  [row, column] = size (B) = B (m x

n

B
b
bij=b=1(m, n, 1) = )
e
Step6. Getting the size of r as /¢, p] = size (r)
Let size of R be
[row, column] = size (r) =r (c x p) ®)]

Step7.The key k is then engaged to iterate the step 8 to 14.

k= [cx p]“'” mod256 (6)

Step8.Let » =Transpose of rij

R
By e o e Tm (7

r =
Step9.Let g =Transpose of gij
G

= 8

g gz - v G ®
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Step10. Let b =Transpose of bij

B
b= L k.. Q)
Step11. Reshaping of r into (7, ¢, p)
R
M1
r=reshape (r, ¢, p) = (10)
Tin
Step12. Reshaping of g into (g, ¢, p)
R
fi1
g=reshape (g, c, p) = (11
Tin
Step13. Reshaping of 4 into (b, ¢, p)
R
it
b= reshape (b, ¢, p) = (12)
Tim

Step14. Concatenation of the arrays r, g, b into the same
dimension of ‘r’ or ‘g’ or ‘b’ of the original image

R G B
Tit  Hp by
= (13)
Tt 8. EJY."‘

The inverse of the process will yield the deciphering phase.
The engagement of this process was used for the image
encryption for the results in section V below.
Dicrete  cosine

B) Implementation the

Transform
Discrete Cosine Transform transforms a time domain signal
into its frequency components but it does that by the use of
the real parts of the Discrete Fourier Transform (DFT)
coefficients only [15]. Discrete cosine transform (DCT) turn
over the image edge to make the image transformed into the
form of even function with the character of discrete Fourier
transform (DFT). It its applications spa across fields such as
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data compression, pattern recognition, image processing,
etc. The DCT transform and its inverse manner can be
expressed as follows [16]:

The DCT transform
n-1 n-1 .
Flu,v)= Mzzﬂj’“ cos[(zj +1un ]cos[(ZkH)m |
L= n n (14)

The DCT transform inverse

=l n-l .

' (2j+Dum (2k+lpm

SUik)= ZZC(M)C(V)F (1, v)cos| 2 Jcos| L

u=0 v=0 n (15)

Where C(w) =1/2 and when w =0 C(w) = 1 also when w
=1,2,3,...n-1

For digital image concept for N-by-N image matrix of real
numbers we will have [17, 18]

Joo foo o Jow-y
P fio f?1 fiwv-1)
Jfiv=no fov—nn - fov—1yv-1)

(16)
The engagement of this process was used to compressed the
image in figure 1 below after it was encrypted using the
image encryption technique.

V.

The image below was encrypted, compressed and
analyzed using the proposed approach and this was
implemented in MATLAB. The recovery of the plain image
from the compressed ciphered image was achieved
successfull

SIMULATED RESULTS AND ANALYSIS

Figure 1. The plain image obtained from a UAV drone.

Figure 2. The ciphered and watermarked image of figure 1.
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Figure 3. The DCT of figure 2.

Figure 4. The loss pixel imave values of fig 3.

Figure 5. The recovered image from fig 3 .
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Figure 6. The graph of the first 10000 pixel G value of figure 1 .

u 000

2000 S00U Aol sUUU sUUU /U0 SU00 Soou 1u0uu

Figure 7. The graph of the first 10000 pixel of G value of figure 3 .
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Figure 8. The graph of the pixel G values of figure 4 .
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Figure 9. The graph of the normalized cross-correlation of the matrices of
the plain image.
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Figure 10. The graph of the normalized cross-correlation of the matrices of
the ciphered image.
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Figure 11. The graph of the normalized cross-correlation of the matrices of
figure 4.
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Figure 12. The graph of the normalized cross-correlation of the matrices of
the recovered image.
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The normalized cross-correlation of the matrices of is

ZI,}['{‘Ex’y}_fﬁﬁl[ﬂl_u:}'—vj—i—]
;o _g108
{Z‘:J[HI,J‘}'&;J E:J[ﬁx—u,y_y}_i] }

.‘[{ulvjl =

amn

f is the mean of the template, ? is the mean of in the
region under the template. fur is the mean of f(uv) in
the region under the template. The recovered but
compressed and decryped image still have visual
characteristics that makes it not to be visually different
from its original one.

It can clearly be observed in the graphs that there has
been transformation and figure 8 shows the graph of G
channel pixel values loss during the discrete cosine
transformation.

TABLE 1: ANALYSIS OF PLAIN, CIPHERD, COMPRESSED,
DECOMPRESSED AND DECRIPTED IMAGE.

Entropy(p) Arithmetic mean(m)
Pl 7.1726 125.8161
El 7.1726 125.8161
Cl 1.1960 5.7262
1CI 7.1753 125.8147
LI 2.0720 1.1645
DI 7.1753 125.8147

Pl=plain image, EI= Enrypted Image, CI=Compressed
Image, ICI=Decompressed Image, LI= Image Loss due
to compression, DI=Decrypted Compressed Image

VL

From the table, there was no pixel loss in the ciphered
image and the values remain the same for both the plain and
the ciphered image. The decompressed image have the same
characteristics as the decrypted image due to no pixel loss in
that process but there was an increase in entropy in the
decrypted image compared with the encrypted image.

With the implementation, we used DCT which has time
complexity O(NlogN) with the visual -cryptographic
algorithm . We decrypted the compressed image by
obtaining perfect visuals but losses in pixel values. The
analysis of the proposed process proved to be an efficient for
encrypting images and compressing them for other channels
with less data capacity without the worry of visual loss as
well as ensuring security of the data during transmission.

CONCLUSION
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